


Deloitte.

CyberSOC Acadeny

class PedroC:

def __init_ (self):
self.name = ‘Pedro Candel’
self.emaill = ‘pcandel@cybersoc.deloitte.es’
self.email2 = ‘s4urOn@s4urOn.com’
self.website = ‘http://www.s4urOn.com’
self.nickname = ‘@NN2ed_s4urOn’
self.role = ‘Security Researcher’

self.interest = [ ‘Reversing’, ‘Malware’, ‘Offensive Security’ ]
self.member_of = [ ‘mlw.re’, ‘'OWASP’, ‘FAQIn’, ... ]
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MONGOLOL

Introduccion

* MongoDB es un sistema gestor de
base de datos orientado a
documentos del tipo NoSQL (Not
Only SQL) multiplataforma

 Desde 2009 inicialmente
desarrollado por 10gen

\ IVIas de 9 mlllones de descargas /
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Caracteristicas generales

N

No usan SQL va que no son bases de
datos relacionales

No se necesitan estructuras fijas
(tablas, columnas etc.)

En general no soportan ACID

(Atomicity, Consistency, Isolationy
k Durablllty) )
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Caracteristicas generales

* MongoDB guarda los documentos en
BSON (implementacion binaria del
JSON)

* Los documentos se guardan en
colecciones, que podrian asemejarse

a las tablas que conocemos de los
5|stemas reIauonaIes
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Caracteristicas generales

* Ladiferencia principal es que los
documentos no tienen porque tener
los mismos campos e incluso los
tipos de datos pueden ser
diferentes

' * No existe un esquema definido '
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Caracteristicas generales

* En definitiva MongoDB es un sistema
mucho mas flexible

 Como no hay restricciones, la logica
principal para controlar la integridad
de los datos, recaera en la aplicacion

Q
T Nge, D < ' o AL TP reid »
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Instalacion de MongoDB

e MongoDB no requiere de ningun
proceso de instalacion

* Para ejecutar una instancia con los
valores por defecto, tampoco se
necesita configuracion

* Todo reside con la ejecucion del
k blnarlo del demomo )
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No se trata de una vulnerabilidad,
simplemente se trata de una mala o
débil practica de configuracion [de
seguridad] cuando queda expuesta la IP
publica de un servidor sin filtrado y/o
proteccion permitiendo el acceso por
defecto sin autenticacion

- =S R S LT T S __ T - YT
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Otros sistemas de Bases de Datos como
Redis, Memcached, ElasticSearch,
CouchDB, Riak, Cassandra, etc...
también se encuentran expuestos sin
autenticacion o con credenciales por
defecto
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Core Server / SERVER-4216
[SECURITY] mongodb 10gen debian package listens on all interfaces by default
Agile Board
Details
Type: (¢) Bug Status:
Priority: + Critical - P2 Resolution: Fixed
Affects Version/s: None Fix Version/s: 2.6.0-rcO
Component/s: Packaging, Security
Labels: None

Environment: Debian Testing

Backwards Fully Compatible
Compatibility:

Operating System: Linux

Description

The default install of mongodb from the repo:
http://downloads-distro.mongodb.org/repo/debian-sysvinit

Does not have a "bind_ip 127.0.0.1" option set in the mongodb.conf. This leaves a users server vulnerable if they are not aware of this setting. The default should be to
lockdown as much as possible and only expose if the user requests it.

Issue Links

is related to (?) SERVER-792 Bind to localhost by default in RPM and debs onl 1 | CLOSED

!vc | Vix Types . - R " Fir ; ' IMans € Sl 0,19,_."0"
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Busqueda de instancias

* Internet Mapping Project, Bell Labs/
Lumeta, 1998+

* |Pv4 Census 2003-2006

 EFF SSL Observatory 2014

* |nternet Census 2012 (the botnet)

* RIPE Atlas (slightly different)
L Crltlcal IO 2012 2013 )
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Busqueda de instancias

e Shodan

port:27017

Search for returned 25,368 results on 01-01-2016
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SHODAN port:27017

#% Exploits # Maps ol Like 16

Total Results: 25,245 Poccun

.

Top Countries
us
CN
NL

E‘Z g United States 14,204
China 8,720
France 1,911

Netherlands 1,857

Singapore 1,671

a nmar
'"’li)

Amazon.com 4,769
Digital Ocean 3,275

a -
+,  VigtNam

> Philippines
Venezuelam Hangzhou Alibaba Advertising Co.... 2,648 $ri Lanka

SLrs Aliyun Computing Co., LTD 1,569 Mslves Realbysia

Ecuador " OVH SAS 1,030 Indonesia

Brasil

Linux 3.x 31
Windows 7 or 8

Paraguay

. Linux 2.6.x
“."“' Uruguay
{Argentina Windows XP
Chilelay FreeBSD 9.x
D
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A
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Distribucion por Paises

Top Countries

United States
China

Netherlands
France

Germany
Singapore

United Kingdom
Japan

Russian Federation
Canada
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Organizaciones (ISPs

Top Organizations

Amazon.com

Digital Ocean

angzhou Alibaba Advertising Co.,Ltd.

Aliyun Computing Co., LTD

DigitalOcean

OVH SAS
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26000 27160
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Versiones

Top Versions

2,200.0 2,280.0

m Meg,n,r 00 <oy, 5 o SN e “ L TR ro".,.,(,.u I "“"?' d “ Y tiomne ¢ X np oﬂﬁr_;'
Ove |, - )(.\-. ’n’e'\ . - inds e T n o S ine Org-
Muntfho Hac ker Day Madrld 2016 ‘"f‘,gz;f'd""“menr et by e Srensy, @Nn2ed_s4ur



ey NE Focs ' s
ultajy | 0 items ol
el o e ff
Ple v )

2Y Mo State,
O . . i )

ch ,.'0"‘:“’."} e I '3

ity

Dominios

Top Domains

linode.com

scalabledns.com

sl-reverse.com -
googleusercontent.com -
poneytelecom.eu -
as15003.net -

163data.com.cn .
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Sistema Operativo de servidor

Top Operating Systems

Linux 3.x Windows XP FreeBSD 9.x
Linux 2.6.x Windows 7 or 8
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Otras investigaciones

 30.000 instancias con
aproximadamente 600 TB (595,2 TB)

de datos expuestos (Datos en Julio
de 2015)

* Chris Vickery reporto reporto 25

millones de cuentas expuestas en
k bases de datos sm segurldad )

,_Mundo Hacker Day — Madrld 2016 @nnZed s4urOn
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Otras investigaciones

Aproximadamente 13 millones de
cuentas asociadas a MacKeeper y
sus desarrolladores Kromtech
Alliance

Hello Kitty (3,3 Millones de cuentas)

 Video Chat OkHello (2,6 Millones de
L cuentas) )
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Informacion expuesta

* Nombres

* Direcciones de correo electronico
 (Cbdigos postales

* Direcciones IP

 Usuarios

* Contrasenas

Mundo Ha.ckgf»Day — Madrid, 2016 Ik '@'h"nZed_s4urOn
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Colecciones mas usuales

local

admin
db
test

config
l mydb |
o

Mundo Ha,ck:e.:r:'_Day - Madria: 2016 , “@;J:"r'{nZed_s4u ron




S AONCO! (}

7

Resultados muy pobres

GridFS (fs.chunks)
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146.255.11 478 23.56.159

212.145.194.27

pooladsl-a-3-27.ipcom.comunitel.net
Vodafone Spain
Added on 2015-12-24 02:06:27 GMT

= Spain
Details
Al |
Jetsa
—

)"eulne “<ths ., ¢ <caip, 50 Tl s, “Hoe <ty

it iul'a;cker Day Madrid, 2016

M. Qlls .

Database Name

cartera

precios

abc_r

abc_rentabilidad

eCustomers
3..""" s
St UMy

Databases

Size

279GB

6.0 GB

4.0 GB

2.0GB

2.0GB

MongoDB Server Information

{
"metrics”: {
"getLastError”: {
"wtime": {
"num”: 109,
"totalMillis": @
1
"wtimeouts”: @
}
"queryExecutor”: {
"scanned”: 1482935619055
}
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local 80.0 MB "dranDalal. £

mongos albiol

List all commands | Replica set status

Commands: buildInfo cursorinfo features hostinfo listD

db version v2.4

git hash: b9925¢ ) P

sys info: Linux ‘7 T - -

“uptime: 5079735 Ll = N N N e

Log 1 BATADAGES . ; [ BN ) Query in mailstats.users

Fri Jan 1 19:1! L Name Value q \‘ X + . ‘ ¢ é
19;1; & maillogs avgObjSize 162.158205 Find Update Remove Insert Index MapReduce Import Export
i:fis $ mailstats count 18016529 i
19:1! § maiokogs = » indexSizes Query Sort
19:1¢ ¥ proactiv t nchunks 1788

« 1!
i::i; ¥ proactive nindexes 4
19:1; F test - mailstats.users Name Value Type
19:1!¢ & config numExtents 95 v _id 564717bc27ee28f15ce7f3b6 Objectld
19:1¢ ¥ admin aB ok 1.000000 _id 564717bc27ee28f15ce7f3b6 Objectld
19:1¢( 1
191 1( MAILSTATS sharded YES cli 22 — Long
15111
19:1( © system.indexes » shards day Long
19:1 @ domains.in size 2921528000.000¢  dom ‘;"”m"“'””e"'es f‘”"g
: on

19:1( @ domains_out storageSize 73183564944.00¢ fn_c?unt 27646 Lon:
19:1( @ users totalindexSize ~ 5322723168.000¢  '"-S1Z€ :
19: 14 @i usr Macamarer@alumnos.unex.es String
19:1( " v id 563ea21643e9142838e805(f Objectld
19+ 1 (SN URE_201E0101 thers 2015 1201-20 4= id 563ea21643¢9142838805ff Objectid
19:1¢ ==
19: 14 cli 23 Long
19: 14 day 20151108 Long
19:1¢ dom ugr.es String
i; i: in_count 26 Long
19214 in_size 289075 Long
19: 14 in_spam_count 19 = Remove Long
19:1¢ usr jgranda@ugr.es String
19:1° N RRA7Q20§270828F1KroR 772 Ohisrtid
ig : i Total Results: 18016529 (0.34s) = Expand = Collapse
155 q
19:1°
LY | T Y I

19:17:z1.3yy |Balancer]| QilSTI1DUTEA 1O0CK ~DALANCEer/ALDIOLIZ/UL/IL14UUB//YLLIILIBUGZBYSIBS  acquirea; TS § Db¥LCZDIAdDIZ4BILICII4eva
19:17:21.616 [Balancer] distributed lock 'balancer/albiol:27017:1400877911:1804289383"' unlocked.
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..' SHODAN port:27017 country:es

#% Exploits ¥ Maps W Share Search

TOP COUNTRIES

Spain

TOP CITIES
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Query .~ Sort | I
3 | o Lmit| 30/  » Run |
Name Value Type
_id 52fa7¢1fb3029¢197f4d1840 Objectld
_id 52fa7c1fb3029c197f4d1840 Objectld
email maxime.layat@gmail.com String
password password String
regld APA12 String
> id 56701278b81a79ea7cf8df40 Objectld
a2 ey 12014-08-18 16:20:53 +0000 Date - /
Total Results: 2 (0.33s) — Remove “= Expand 7§ Collapse
MONgOrec sto 3 '.: s ., _ m i s Tt « ‘yc - Seaney) ) ””\., VPO figyr S 3 ODeray,,
Mundb Hapker Day Madrld 2016 ' inseryyy< CUmeny # docym, wﬁm @nn2ed s4ur

M.

Find Update Remove

voulr ! ..
U.(.Q”

www.trackmydroid.con. .
Q .

Q ™,

X 4+ R

Insert

a & &

Query in webcam.

x <4 0N

Index MapReduce

Query in trackmydroidweb-dev.users

users

. o9

Import Export

WwWucety

......







" Cliong | .,

™
Usery )

“Eur
witay)

Yy Mo
Ch | o ers

YName Value Type
passwuru CLLLLU 1 UV UGN L YUY | e OOy wuiny
v id 562c82d218716a19516af098 Objectld
H a id 562c82d918716a19516af098 Objectld
created 2015-10-25 07:20:57 +0000 Date
- Wancadlia..AAA daiialaw v au s Chla e
L_ l £ \ % ﬁ’ [ NN ) Query in innmoscow.order
‘ ‘ QY% x + 1 & &S
DATABASES ( Find Update Remove Insert Index MapReduce Import Export
& innmoscow Name Value
¥ local avgObjSize 541.206349 ousoill
¥ admin count 126
INNMOSCOW » indexSizes
@ system.indexes lastExtentSize 131072 Name Value Type
@ dictionaries nindexes 1 v data Object Ob{e
& tehnopolis ns innmoscow.order area 29.700000 Double Obje
Date
@ news numExtents 3 floor 2 Int it
oY ooar = 1.000000 id 379 Int oo
) Strin
@ sessions paddingFactor ~ 1.000000 name 1 String -
@ users size 68192 note MoMewexne 1, aTax 2 String an
i Obje
@ counters storageSize 172032 type TN order Sting Obj
Ry ST q date 2015-10-22 15:04:26 +0000 Date ie
P4 ; : Date
& system.users totalindexSize 8176 email monSe oy Strin
0 fio AHTOH String
userFlags Strin
number 1316 Int .
object_id 985 String s“f“
phone 123 String Obj'e
status new String Obje
P accios Ctrinm Date
Total Results: 126 (0.53s) — Remove = = Expand = Collapse Strin

T — Baprenes PomaH tring

"'!:'- est, ore :“

M.

Munt:ho Hacker Day Madrld 2016 "’;’,m, e ocumen b a‘rgh,,@nnZe

password d8578edf8458ce06fbc5bb76a58c5cad String
v _id 562e292818716a5f117672e4 Objectld
_id 562e292818716a5f117672e4 Objectld
oS e . o g OPR o : SV
ol X of ,, ' > oo <1y e - -~ ” T e . '\"'Hr-;, - Y Mo, fin » Mmp of‘ﬁr_;,o" &
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r 0O Query in vjvisa2014.reservations
-
" 1 QA% x + 0 & &S
0ortll Find Update Remove Insert Index MapReduce Import Export
DATABASES
¥ local Naime
) Vi visadey . avgObjSize
F vjvisa 4 capped
¥ pricehistory count Value
‘ VjV‘582014 @ 3 = vUlLISHIVYy wUue =
$ i indexDetails 1 LanguageCode 2
» indexSizes . 2
$ crmraw ReservationNumber ?
lastExtentSize TypeCode 2
VJVISA2014 nindexes ¥ Header
& system.indexes ns ‘ ¥ Security
9 Resources numExtents ¥ UsernameToken
@ reservations ok ‘ Password YHU678X
paddingFactor Username WEBAPIPROMO
paddingFactorNo Y fields
size consumerTag amg.ctag-Kt5Pf-1DdGHRZrt7rRRfpg
storageSize ‘ deliveryTag 28
totalindexSize exchange
i NO
userFlags { redelivered
routingKey queues
‘ ¥ properties — Remove
¥ headers
‘ cbverb PostReservation
hash rsv_1409199440222958bdde64571a21a46f51cab5461943
rawxml YES
‘ requestTime 2014-08-28T04:17:20+00:00
verb BookReservation
‘. ¥ rawRes
Total Results: 3770 (2.52s)
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Automatizacion de tareas

* Masscan
* https://github.com/

robertdavidgraham/masscan
masscan —p 27017 0.0.0.0/0 \
—-—excludefile \ data/

' exclude.conf '

Mundo Ha.ckgf»Day — Madrid, 2016 Ik '@'h"nZed_s4urOn




. MONGOEOL
o N

Automatizacion de tareas

 Shodan
* https://www.shodan.io/data

ls -1 shodan-export.json
—rW—Y————-— 1 sd4urOn staff

384397431 2 ene 21:38 shodan-
export.json
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Automatizacion de tareas

* Filtrado de Ips
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Automatizacion de tareas

 Acceso ho autenticado
* NoSQLMap

* https://github.com/tcstool/
NoSQLMap

......
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Automatizacion de tareas
* Filtrado de credenciales
e Reconocimiento de hashes/

codificaciones empleadas
* https://github.com/blackthorne/

Codetective

l' http://www.onlinehashcrack.com/ '
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Automatizacion de tareas

* Diccionarios de datos
* https://github.com/danielmiessler/
SecLists

......
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Automatizacion de tareas

e Hashcat
* oclHashcat (OpenCL & CUDA)
* http://hashcat.net/oclhashcat/

......

vvvvvv

Mundo Ha.ck:e._jr:}»Day _ Madrid, 2016 e <OUmany i,...u@'h“nZed_s4urOn



Mongoregt sl . ey T Cocu o e o -
Mundo Hagker Da Madrld i Ting o, -2 ocurm S | S oen m
y 2016 et et ent by gy vers,, @NN2ed_s4ur



MONGOLOL.
( )
Seguridad en MongoDB

* MongoDB no viene con demasiadas
medidas de seguridad por defecto

* Con soélo 8 lineas podemos realizar:
v’ Autenticacion de usuarios
v’ Sélo se permiten conexiones

desde la ip indicada (en este caso
Ia |p Iocal)
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Seguridad en MongoDB

MONGOLOL.

v Se cambia el puerto por defecto al
gue deseemos

v’ Se deshabilita cualquier acceso via
http tanto a |la parte de
administracién como a la APl Rest
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Seguridad en MongoDB

/etc/mongod.conf

security:
authorization: "enabled"

net:
bindIp: 127.0.0.1
port: 26116
http:
enabled: false
RESTInterfaceEnabled: false

TR T -

I; “@;):"r'i"nZed_s4u ron

Mundo Hacker Day — Madrid, 2016 %,



—_ MONGOLOL
( N
Seguridad en MongoDB

* Creacion de usuarios:

use admin
db.createUser({
user: "s4durOn'",
pwd: "p4dsSswOrd"”,
roles:[ {role:"userAdminAnyDatabase",
db: "admin" } ]

)

......
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Seguridad en MongoDB

 Tutoriales de Seguridad disponibles en
https://docs.mongodb.org/manual/
administration/security/

 Habilitacion del control de acceso

* Mecanismos de autenticacion (x.509,
Kerberos, SASL con LDAP)

e Usuarios y Roles
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Seguridad en MongoDB

* Seguridad de red: TLS/SSL, FIPS (Federal
Information Processing Standard) y

Firewall

* Cifrado
* Auditoriay registro (--auditDestination

syslog|console)
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Muchas gracias

@NN2ed_s4urOn

. sQurOn@s4urOn.com |
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